*AMC Suppl 1 to AR 530-1
DEPARTMENT OF THE ARWY
HEADQUARTERS, UNI TED STATES ARMY MATERI EL COVMAND
5001 ElI SENHONER AVENUE, ALEXANDRI A, VA 22333-0001

AMC Suppl enent 1 20 February 1996
to AR 530-1

Operations and Signal Security
OPERATI ONS SECURI TY ( OPSEC)

This suppl enent nmay be further suppl enented by nmaj or subordinate
commands (MSC) and separate reporting activities (SRA) of the Arny
Mat eri el Conmmand (AMC). One copy each of supplement will be provided to
the Deputy Chief of Staff for Intelligence (DCSINT), ATTN. AMXM - SCM and
the Chief, AMC Security Support Division, ATTN. AMXM - SD.
AR 530-1, 3 March 1995, is supplenmented as foll ows:

Page i, Applicability. Add the follow ng:

This suppl enent applies to Headquarters, AMC; AMC MSCs and SRAs,
i ncludi ng subordinate installations and activities; and AMC program
product and project nanagers.

Page ii, Appendi xes. Add Appendix M Requests for Techni cal
Surveil l ance Counternmeasures (TSCM Services, and Appendi x N,
Preparation of OPSEC Pl an.

Page 1, paragraph 1-1, Purpose. Add the follow ng:

This suppl enent inplenents AR 530-1, Operations Security (OPSEC). It
prescribes policies and procedures for the establishnent and nmanagenent
of the AMC OPSEC Program

Page 1, paragraph 1-6, Application. Add to subparagraph f:

(3) AMC activities involved in treaty inspections will ensure an
OPSEC annex and/or plan is included in each treaty inpl enentati on and
conpl i ance pl an.

This suppl enent supersedes AMC Supplenent 1 to AR 530-1, 5 March 1992, to
AR 530-1, 1 May 1991.
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Page 1., paragraph 1-6, Application. Add subparagraph g:

g. AMC conmanders will apply the OPSEC pl anni ng sequence as
outlined in paragraph 3-3 of the basic regulation to the prograns as
listed and in the priority shown bel ow

(1) Special access prograns (SAP) under the proponency of AMC.

(2) Prograns involving classified information.

(3) Treaty Inspections.

(4) Prograns involving militarily critical technol ogies.

(5) Prograns involving the physical security of arns,
anmmuni ti on and expl osives, and any assets valued in excess of $10,000 as

described in AR 190-11 and AR 190-51.

(6) Programs involving privileged information provided to AMC in
the procurenent or personnel arena (Privacy Act).

(7) Prograns involving information, other than classified
i nformation, exenpt from public disclosure under the Freedom of
Information Act (FOA). This includes the proprietary information of
prospective and current contractors if the content falls within those
areas identified by the OPSEC pl anni ng gui dance of the commander of the
AMC contracting activity.

(8) Programs involving the exchange of information
coproduction, and codevel opnent between AMC and forei gn governments and
contractors.

(9) Oher prograns as directed.

Page 1, paragraph 1-7, Proponent. Add the following to first paragraph:

"or OPSEC is assigned to the staff el enent the commander deens can best
i npl ement an OPSEC program The Deputy Chief of Staff for Intelligence
(DCSINT) is the HQ AMC staff proponent for the AMC OPSEC Program"”

Page 1, paragraph 1-7, Proponent. Add the follow ng to subparagraph b.
"or OPSEC is assigned to the staff el enent the commander deens can best
i mpl ement an OPSEC program The Deputy Chief of Staff for Intelligence
(DCSINT) is the HQ AMC staff proponent for the AMC OPSEC Program "

Page 2. Add paragraph 1-8:

1-8. Definition of OPSEC.

OPSEC is a process of analyzing friendly actions attendant to nmilitary
operations and other activities to--
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a. ldentify those actions that can be observed by adversary
intelligence systens.

b. Deternmine indicators hostile intelligence systens m ght obtain
that could be interpreted or pieced together to derive critica
information in tinme to be useful to adversaries.

c. Select and execute neasures that elimnate or reduce to an
acceptable level the vulnerabilities of friendly actions to adversary
expl oi tation.

Page 2, paragraph 2-1, All commanders at battalion and hi gher echel ons.
Add subpar agraphs c¢ through g:

c. Al materiel devel opers must furnish proper OPSEC gui dance to
test agencies when classified or sensitive materiel is subjected to
testing. |If there are no OPSEC considerations applicable to the
materiel or act of testing, the test agency is to be so advised in
writing.

d. AMC commanders with missions in research and devel opnent will
al so- -

(1) Establish a command security/OPSEC programto identify and
protect classified and sensitive information. The programw ||l encomnpass
related activities at test centers, ranges, |aboratories, contractor
facilities, and deploynent |ocations, as required.

(2) ldentify all categories of information regarding the program
or project that, for the present and foreseeable future, fall into one of
the follow ng four categories:

(a) Unclassified infornmation concerning the program or
project identifiable as being in the public domain or releasable to the
public (see AR 360-5, Public Information). NOTE: Coordinate with Public
Affairs elenents for guidance on public rel ease.

(b) Sensitive Information requiring essential secrecy.

(c) Cdassified but present security nmeasures are sufficient
(see AR 380-5, Department of the Arny Information Security Program

(d) dassified and requires special access security
nmeasures (see AR 380-381, Special Access Prograns).

(3) Reassess the security/ OPSEC posture of the activity at each
maj or mil estone of the research and devel opnent cycl e through the conduct
of OPSEC surveys and inpl enment necessary changes.
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(4) Prepare an OPSEC plan per appendi x N of this supplenment to be
included with the Test Program Requirenent (TPR) when test and eval uation
(T&E) is initiated. Materiel developers will use the local threat
assessnent provided by the T&E sponsor when devel opi ng OPSEC pl ans.

This guidance will be provided to the T&E sponsor at |east 90 days prior
to test.

e. AMC commanders with a test and eval uation or quality assurance
nmssion will--

(1) Prepare local threat assessnents of the test facilities under
their control to be nmade available to AMC nateriel devel opers requiring
test and evaluation or quality assurance support.

(2) Conduct OPSEC assessnents of the test facilities under their
control to evaluate the degree of conpliance of subordi nate organizations
wi th the published OPSEC pl an or OPSEC program

f. AMC commanders with a |ogistics or readiness mssion will--

(1) Incorporate OPSEC protective neasures in all functions
performed in support of the operations plans of other Arnmy MACOMs and the
Uni fied and Specified commands.

(2) Perform OPSEC surveys and assessments of all exercise
participation by elenents of their command and i ncorporate the findings
into future exercise, logistics, and operations planning.

g. AMC conmanders will ensure OPSEC neasures are included in AMC
industrial activities and contracts when it is essential to protect
classified or sensitive information.

Page 2, paragraph 2-5, Conmander, U S. Arny Materiel Command (AMC). Add
the followi ng to subparagraph a:

The DCSINT will ensure OPSEC principles and procedures are effectively
i npl emented. Additionally, the AMC DCSINT will--

(1) Support the MSC/ SRA commander with OPSEC gui dance and
assi stance through staff assistance visits, correspondence, and
conf erences.

(2) Respond to inquiries from M5Cs and SRAs regardi ng OPSEC and
US Arny Intelligence and Security (I NSCOM OPSEC support.

(3) Support the AMC proponent for the Acquisition Systemns
Protection Program (ASPP) with OPSEC gui dance and assi stance through
menber shi p on worki ng groups and OPSEC survey teans.

(4) Provide or obtain OPSEC support to Headquarters, AMC.
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Page 2. paragraph 2-5. Commander., U.S. Arny Materiel Command (AMC). Add
the follow ng to subparagraph b:

The AMC DCSINT is responsible for coordination of such efforts within
ANC,

Page 2. paragraph 2-5. Commander, U.S. Arny Materiel Command (AMC). Add
the follow ng to subparagraph c:

(1) The AMC Deputy Chief of Staff for Research, Devel opment, and
Engi neering (AMCRD) is responsible for identifying OPSEC requirenents for
Research and Devel oprment (R&D) beyond Technol ogy Base prograns (i.e.,
6.3b and beyond) within AMC including the assigning of tasks to
subordi nat e commands, as required.

(2) The Director, Army Research Laboratory (ARL) is responsible
for identifying OPSEC requirenents for Technol ogy Base R&D within AMC
i ncluding the assigning of tasks to subordi nate commands, as required.

(3) Each AMC staff elenent with life cycl e nanagenent
responsibilities will coordinate with U.S. Arny Training and Doctrine
Command ( TRADOC) to provide consistency to OPSEC t hroughout Arny life
cycl e devel oprment and | ogi stical support.

Page 2. paragraph 2-5. Commander, U.S. Arny Materiel Command (AMC). Add
the follow ng to subparagraph d:

The Conmander, U.S. Arny Aviation and Troop Comrand (ATCOM), is
responsi ble for coordinating with the U S. Arny Chief of Engineers.

Page 2. paragraph 2-5. Commander, U.S. Arny Materiel Command (AMC). Add
subpar agraphs f, g, and h:

f. The Deputy Chief of Staff for Personnel (AMCPE) will ensure that
the AMC Security Support Division (AMXM -SD) exam nes AMC activities for
conpliance with this supplenent and the basic regulation during their
command i nspections. AMXM-SD wi || provide copies of their inspection
reports that include OPSEC to the QODCSI NT (AMXM - SCM .

g. Incorporate OPSEC into appropriate treaty inplenentation and
conpl i ance pl ans.

h. Incorporate OPSEC into appropriate exercise and field test
directives and contingency planni ng docunents.

Page 3, paragraph 2-9, Program Executive Oficers (PEQ and Program
Managers Proj ect Managers/Product Managers (PM . Add subparagraph e:

e. AMC subordinate intelligence organizations and OPSEC POCs w | |
provi de functional support to the PEGCs/ PMs as requested. Support
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i ncl udes assistance in the preparation of OPSEC plans and conduct of
OPSEC assessnents and surveys.

Page 4, paragraph 3-2, OPSEC prograns. Add the following to first
sentence of subparagraph a:

Wthin AMC, the OPSEC officer for each MSC/ SRA will be appointed in
witing with a copy furnished to AMKM -SCM  Conmanders wi || determ ne
the adninistrative nethod for the appointnent of OPSEC POCs in their own
OPSEC pl anni ng gui dance.

Page 4, paragraph 3-2, OPSEC Prograns. Add the follow ng to second
sentence of subparagraph a:

"or OPSEC is assigned to the staff el enent the commander deens can best
i mpl ement an OPSEC program "

Page 4, paragraph 3-2, OPSEC progranms. Add the following to
subpar agraph e:

All MSCs and SRAs will submit an annual OPSEC Activities Report. MSCs
will subnmit one consolidated report covering their subordi nate el enents.
The forwarding of the reports of subordinate elenents will not satisfy
this requirement. Reports will be addressed to Conmmander, AMC, ATTN:
AMKM -SCM to arrive no later then 1 Novenber each year. A copy of the
AMC consolidated report will be dissenmnated to all reporting
activities for information.

Page 5, paragraph 3-8, Application of appropriate counterneasures (OPSEC
neasures). Add subparagraph g:

g. The benefits from OPSEC protective neasures will be evaluated to
det erm ne whether they clearly outweigh the costs prior to incorporation
into the OPSEC pl an or annex. The MSC/ SRA Commander is responsible for
the inplenentati on of OPSEC protective nmeasures and the conduct of OPSEC
surveys.

Page 6. paragraph 3-11, Intelligence threat analysis support to OPSEC.
Add the follow ng:

The | ocal threat assessment required for OPSEC pl anni ng purposes will be
prepared by the | ocal commander with the assistance of the local mlitary
intelligence (M) and security support organizations. Requests for
Foreign Intelligence Services (FIS) threat anal ysis support wll be
submitted directly to the local resident office of the supporting M
organi zation. Those activities without |ocal M support wll submt
their requests to AMXM - SCM for assistance. Requests for Counter-
intelligence (Cl)/OPSEC service in the absence of local M support wll
be forwarded to AMXM - SCM for subm ssion to INSCOM Al requests for
TSCM i nspections and surveys will be forwarded to AMXM - SCM for further
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processi ng on | NSCOM Form 40 (Request for TSCM Services). See
appendi x M of this supplenent for assistance in processing | NSCOM
For m 40.

Page 6, paragraph 4-1, Ceneral. Add the follow ng:

This reviewis not to be confused with a "security review " which
identifies classified information within publications and is conducted
per ARs 360-5 and 380-5. The security review nmay be conducted
concurrently with the OPSEC revi ew

Page 6, paragraph, 4-2, Procedures. Add the follow ng to subparagraph a:

O her docunents such as abstracts, papers, technical reports, articles,
poi nt papers, news rel eases, short itens to be included in other
publications, acadenic papers on work-rel ated subject natter, speeches,
briefings, nedia presentations, training materials, nunitions cases,
envi ronnent al i npact statenents, and other forms of information,
including film audio tapes and vi deocassettes, which could divul ge
critical information, will be subjected to OPSEC review. Also included
is information released through Internet and creation/establishnment of
Home Pages on Worl d- Wde Web.

Page 6, paragraph 4-2, Procedures. Add subparagraphs d and e.

d. The individual conducting the OPSEC review wll--
(1) Be technically qualified relative to the subject matter.

(2) Be generally aware of the current foreign intelligence
i nterest and nethods of collection.

(3) Certify the benefit of the release of the infornation
out wei ghs the potential danmage to the essential secrecy of projects,
progranms, weapons systens, and items of materiel that have been
determined to require OPSEC protective measures. The specific net
benefit need not be identified for the record but the reviewer nust be
prepared to defend his or her position if chall enged.

e. The OPSEC officer will establish and inplenent an effective OPSEC
revi ew process within the organization, to include naintenance of records
of OPSEC reviews, as appropriate.

(1) These records are subject to the review of the
organi zati onal OPSEC officer and Public Affairs/Information officer or
representative. Additionally, these records will be nmade available to
i nspectors of the AMC Security Support Division and |Inspector General.

(2) These records will reflect the followi ng itens of
i nformati on concerning each OPSEC revi ew conducted within the activity:
nane, grade, and position/title of the reviewer; date of review,
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identification of the information reviewed; abstract, summary, or copy of
the information revi ewed; reconmmendation of the reviewer; and
certification that subparagraphs d(1) through (3) above have been
acconpl i shed

(3) The certification will read substantially as follows:

"I, the undersigned, amaware of the foreign
intelligence interest in open source publications and in the subject
matter of the information | have reviewed for OPSEC purposes. | certify
that | have sufficient technical expertise in the subject nmatter of this
paper and that, to the best of ny know edge, the net benefit of this
public rel ease outwei ghs the potential danage to the essential secrecy of
all related (command/activity), AMC, Arny, or other DOD prograns of which
| amaware. //signature, date//."

(4) The reviewer nust determ ne whether sensitive information
is involved. Should the reviewer determ ne that the sensitive
information in the item woul d cause damage to the national security if
rel eased, the local security nmanager should be consulted i mediately for
further classification guidance.

(5) The organization OPSEC/ FO A advi ser, designated per AR 25-
55, will be famliar with exenptions of the FOA and their applicability
to the sensitive information identified in the OPSEC pl anni ng gui dance
of their organizations.

Page 6, Section Il, OPSEC Assessnent, paragraph 4-4. Add the foll ow ng
to subparagraph a:

Commanders will provide fundi ng and manpower as appropriate for the
conduct of OPSEC surveys and assessnents in support of their OPSEC
program (not including TSCM. Advice and guidance is available fromthe
supporting M unit for the nmanagenent and conduct of surveys and
assessnents.

Page 6. Section Il, OPSEC Assessnment., paragraph 4-4. Add subparagraph c:

c. OPSEC assessnment should be conducted prior to inpending treaty
i nspection/visit.

Page 9, paragraph 6-1, Overview. Add the follow ng:

Instructions to contractors will cover the total problem by addressing
vul nerabilities and counterneasures. They will be oriented to those

i nstances in which eval uations indicate program weaknesses whi ch coul d
|l ead to disclosure of sensitive information. OPSEC pl ans shoul d be

i ncluded in these contracts.
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Page 9., paragraph 6-2, Policy and procedures. Add subparagraphs h
t hrough o:

h. Contracts that do not involve classified information will not
contai n OPSEC requirenments beyond those protective neasures present at
the contractor facilities where the work is to be perfornmed, unless
needed to provide protection for unclassified mlitarily critica
technology or as required in the basic regulation and this supplenent.

i. Unclassified contracts inposing OPSEC requirenents are not under
the jurisdiction of the Defense Investigative Service for conpliance
i nspection. The contracting agency is responsible for ensuring the
contractor is adhering to OPSEC contract provisions when included in
uncl assi fied contracts.

j. Existing AMC prograns and projects that have not undergone OPSEC
review shall be exami ned biennially, within the contract life cycle, to
determine if OPSEC protective neasures are required

k. AMC contracting officers will ensure that AMC contractors submt
all information under the proponency of AMC for OPSEC review prior to
public release. This includes technical papers based on findings of RDTE
done under AMC contract. Contracting officers will also ensure
est ablished i nformation rel ease revi ew procedures are adhered to when
coordi nating contractor-generated requests for public rel ease.

I. Reference to Arny and AMC OPSEC directives is not sufficient as
the total requirenent for OPSEC in an AMC contract. OPSEC protective
nmeasures will be detailed as specific provisions in AMC contracts. Were
the contractor is required to prepare OPSEC pl anni ng gui dance for a
program or project, the correct provision will be to make an OPSEC pl an
or annex a deliverable product to be prepared per Arnmy or AMC directives.

m When OPSEC is incorporated into a procurenment package, the
applicable requirements will be stated on the DD Form 1423 (Contract Data
Requirements List), the Statenment of Wrk (SON, the DD Form 1664 (Data
Item Description), and, when applicable, on the DD Form 254 (Contract
Security C assifications Specifications).

n. DD Forms 254 will only be annotated to incorporate OPSEC when the
requi red OPSEC protective neasures are above and beyond those outlined in
DOD Regul ati on 5220.22M DOD National Industrial Security Program
Operating Manual (N SPOM .

0. Release of intelligence information under AMC contracts is
prohi bited w thout approval by the originator (see AR 381-1, Security
Controls on the dissemination of Intelligence Information) and nust be
acconpl i shed prior to issuing threat portions of OPSEC pl anni ng
requirenents in contracts.
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(1) Requests for release of data marked not rel easable to foreign
nations (NOFORN) will be subnmitted to AMXM -SCM for forwarding to the
intelligence community originator

(2) The threat provisions of appendix E, basic regulation, though
general in nature, may be sufficient for contract purposes and shoul d be
considered in lieu of the classified product provided through M
channel s.

Page 10, Appendix A, References, Section Il, Related
Publ i cations. Add the follow ng:

DODD 5530. 3
I nternational Prograns

Page 12, Appendix C,_ Sanple Questions for Essential Elenents of Friendly
Information (EEFI). Add the followi ng sanple list of AMC Essenti al
El ements of Friendly Information (EEFI).

This list is not exclusive or restrictive. AMC comranders are
encouraged to create new categories and to be nore specific when
defining command EEFI in their OPSEC pl anni ng gui dance.

C- 6. Suppl i es.

d. What are the system paraneters/capabilities/ vulnerabilities and
can they be easily identified?

e. Wiat is the readiness rate of our equipnent?

C-21. Research. Devel opnent, Test and Evaluation (RDT&E) Prograns)

e. What is the status and priorities of the specific RDTE project or
pr ogr anf

f. Do we have foreign cooperation; and, if so, to what extent?
g. Wat is the identified threat?

h. Wiat mlitarily critical technology do we want to control?
i. \What are the capabilities of the technol ogy?

j. How nuch lead tine does the U S. enjoy over other countries in
t hese technol ogi es?

10
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C-28. Foreign Mlitary Sales.

a. Who are our current and potential foreign custoners?

b. What is the materiel, technology, and/or information they are
consi deri ng?

C-29. Security.

How effective is the command security programin protecting sensitive
i nformati on/ materiel ?

C- 30. Readi ness and conti ngency pl anni ng.

How wi I | we handl e contingency operations and crises?

Page 15, paragraph E-7, Non-traditional threats. Add the foll ow ng:

I ndi viduals involved in international and security assistance prograns
are nore apt to cone in contact with non-traditional threats. At a

m ni mum t hese individuals shoul d review del egati on disclosure authority
letters (DDL) on periodic basis to ensure the terns and limtations.

Page 18, Appendix |, Annual OPSEC Report Format. Add the following to
par agraph 1-3.

Summari ze difficulties encountered i nplenenting the regulation and this
suppl enent. Make reconmendations for correction of policy to solve the
problem Identify systenmic problens in other AMC-wi de or |oca
practices, policies, and procedures that have OPSEC i nplicati ons.

Page 23. Add appendi xes M and N

11
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The proponent of this supplenment is the United

States Arny Materiel Conmand. Users are invited to
send coments and suggested i nprovenents on DA Form
2028 (Recommended Changes to Publications and Bl ank
Fornms) to the Commander, HQ AMC, ATTN. AMXM - SCM
5001 Ei senhower Avenue, Al exandria, VA 22333-0001.

FOR THE COMVANDER:

OFFI Cl AL: BI LLY K. SOLOVON
Maj or General, USA
Chi ef of Staff

LEROY TI LLERY
Chi ef, Printing and Publications
Branch

DI STRI BUTI ON:

Initial Distr H(47) 1 ea HQ Acty/Staff Oc
LEAD (SICLE-DO-1) (2)

AMCI O | - SP st ockroom (150)

SPECI AL:
HQ | OC/ AVBI O | ML (4)
ARL/ AVBRL- Cl - TG (4)
ATCOM ANBAT- B- D- CARP ( 4)
CBDCOM AVSCB- CI R ( 4)
CECOM AVBEL- | M BM | (4)
LOGSA/ AMKLS- | M ( 4)

M COM AVBM - RA- SO ( 4)
SSCOM AMBSC- S- | M5 ( 4)
STRI COM AVBTI - CS (4)
TACOM AMSTA- DRM ( 4)
TECOM AVSTE- CT- N (4)
USASAC/ AVBAC- | M O (4)

12
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APPENDI X M

REQUESTS FOR TECHNI CAL SURVEI LLANCE
COUNTERMEASURES (TSCM SERVI CES

1. Purpose. This appendix prescribes the procedures for requesting TSCM
services within AMC

2. Reference. AR 381-14, (S) Technical Surveillance Counterneasures
(U, 3 Novenber 1986

3. Applicability. This appendix applies to all activities as stated in
the introduction to this suppl enent.

4, Definitions. Definitions of TSCM Services are |isted bel ow

a. TSCM Survey (540). A service performed by Certified TSCM
Speci al Agents (CTSA) to ascertain that offices, conference roons, roons,
energency operations centers, etc., where sensitive classified defense
information is discussed on a frequent basis, are free of clandestine
techni cal surveillance systens, hazards, and weaknesses, and to furnish
reconmendations for the elimnation of these situations in order to
obtain a technical security posture conmensurate with pertinent
regul ati ons.

b. TSCM I nspection (550). A service performed by CTSAs as a
followup action to a Cl Technical Survey to determ ne the effectiveness
of established technical security policies, conpliance with applicable
regul ations, and to ensure elimnation of technical security surveillance
systems, hazards, and weaknesses. This service also includes linited
TSCM i nspecti ons such as in-conference nonitors and inspections of
equi pnent. Separate codes have been added to clearly define which type
of technical inspection is desired.

(1) 551 - Technical inspection with in-conference nonitor.
(2) 552 - Radio Frequency Search
(3) 554 - Equi prent inspection

c. Preconstruction Technical Assistance (AAQ . This service
consi sts of rendering security advice during the planning phase for the
construction of or nodification to secure areas. It is designed to
ensure that all technical and physical security aspects are considered in
pl anning and are included in initial construction to obviate costly
nmodi fications of security features after an area is constructed.

d. Technical Security Advice and Assistance (AAl). This service
is sinmply informal advice and assistance and may be requested directly
fromthe servicing unit. No formal report is rendered nor is this type
support considered in the programrng cycle.

M1



AMC Suppl 1 to AR 530-1

5. Policy. Requesters will review the provisions of reference and
submit requests to AMXM - SCM or the supporting M unit per the
procedures prescri bed.

6. Procedures. AMC requesters will use |INSCOM Form 40 (Request for TSCM
Services). The formw Il be conpleted by follow ng the instructions in
this supplenent (M3 through M12). Requests will be submitted to AVXM -
SCM for forwarding to I NSCOM by letter justifying the request and
providing sufficient background for the ODCSINT to assist in the filling
of the requirenent. Copies of | NSCOM Form 40 nay be obtai ned from AMXM -
SCM for | ocal reproduction.

M 2
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APPENDI X N
PREPARATI ON OF OPSEC PLAN
1. Purpose. This appendix prescribes the format and procedures for
preparing Operations Security plans.
2. Applicability. The guidance in this appendix applies to all

prograns and projects for itens of materiel and weapons systens which are
the responsibility of the Army Materiel Command.

3. Policy. OPSEC plans will be prepared--

a. At the inception of RDTE (Concept Phase) prograns or projects.
The plan will be updated at each nmilestone of the acquisition cycle.

b. For progranms or projects within the acquisition phase at each
principle nilestone of the acquisition cycle.

c. At the inception of prograns, projects or other activities which
support the acquisition cycle and/or the Arny Technol ogy base, other than
6.1 research.

4, Pr ocedur es.

a. An OPSEC plan will be prepared prior to the finalization of any
security classification guide.

b. Plans will conformto the format in paragraph 5 below. They wll
be reviewed and, if necessary, updated at every significant project
m | estone. OPSEC followup is essential to the success of the plan.
Pl ans nmust be continually updated to reflect the changing nature of the
threat and to reflect adjustnents to OPSEC neasures.

c. Applicable security classification guides will be referred to
when devel opi ng OPSEC pl ans.

5. Format. AMC OPSEC plans will contain, at a mninum the el enents
bel ow.

a. GCeneral.
(1) ldentity of the system(s) or activity(ies) iten(s) covered by
the plan and of the categories of critical information that nust be
pr ot ect ed.

(2) Essential Elements of Friendly Information.

(3) Reference to the applicable security classification guide.
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(4) ldentity of points of contact for clarification of guidance,
i ncludi ng secure voice, conmmercial, and DSN tel ephone nunbers.

b. Applicable collection threat.
(1) Hurman Intelligence (HUM NT), including nedia.

(2) Signals Intelligence (SIG@NT) and other electronic threats,
i ncl udi ng TEMPEST.

(3) Imagery Intelligence (IMNT), including overhead, handhel d,
and infrared collection threats.

(4) Oher technical collection nethods that would be effective
against the item

c. Vulnerabilities and counternmeasures. Characteristics of the item
or program susceptible to the identified collection threats. This is the
time to finalize the EEFI. Once vulnerabilities have been identified,
appropriate suggested or required OPSEC protective nmeasures should be
i npl enented to overcome or mininize these vulnerabilities based on the
assessed risk. NOTE: Funding for sophisticated protective neasures
nmust be considered and resolved prior to inclusion in the plan

d. Remarks. Include any anplification of the above gui dance such as
clarification of apparent conflicts with other security directives. The
el ements above should be presented in such a way that each el enent builds
on the information in the previous one.

6. AMC plans. AMC plans will be authenticated by the signature of the

proponent commander or the signatures of the organizational OPSEC officer
and t he proponent project nanager.

N2



